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Security Governance

Security Governance is one of the
fundamental building blocks in ensuring
that organizations establish and maintain
an effective security posture. An effective
Security Governance environment will
help organizations to meet their risk
management requirements, and ensure
that security is both driven by business
requirements, and is appropriate to the
environment.

Not only covering your business
requirements, an effective
implementation of Security Governance
will address your risk posture, security
spending, and ensure accountability is
appropriately embedded in your
organization.

Security-Assessment.com provides
comprehensive services around Security
Governance and related service
requirements. Our proven methodology
and processes will ensure that your
overall security profile provides the
appropriate level of security, at the
appropriate cost.

Regulatory controls and international
standards are now driving Security
Governance requirements, with greater
levels of accountability being enforced
upon businesses. Whether you are
looking to ISO 17799 compliance, or need
to meet the requirements of the Sarbanes
- Oxley Act, your security governance is
the driving factor in ensuring that the rest
of your environment is secure.

Security-Assessment.com works with
your organization to map out your
business, identify your business security
requirements and security posture, and
design a Security Governance capability
to match your needs.

Typical issues that need to be addressed

include:

e Compliance requirements,

e Security architecture,

e Security organization,

¢ Risk management assessment and
implementation,

e Accountability definitions.

With effective Security Governance in
place, you will be better positioned to
address security at all levels within your
organization.

Managing Security Governance to an
defined and clear standards, and
consistently applied across your
organization will provide your

organisation's staff, clients, customers and/or

trading partners the confidence that their

information is held and managed in a secure
manner, and in compliance with world best
practices.

Security-Assessment.com's Security
Governance services provide the following
features to assist organisations:

» Business Security Modeling: An organisation,
a department or a project within an
organisation can be modeled to map
business functions and processes against
required security levels to ensure that
security requirements are designed into the
overall company culture and direction.

+ Business Impact Analysis: An analysis of the
requirements for confidentiality, integrity
and availability can be performed to assess
how critical an application, a group of
applications or infrastructure is to the
organisation. The Business Impact Analysis
can also be used to prioritise and provide
justification for security work.

» Risk Management: Security-Assessment.com
will work with organizations to identify the
acceptable risk posture of the organization,
identify current risk profile, and create road
maps to implement Risk Management to
acceptable and appropriate levels.

« Strategic Security Framework: As a part of the
process, Security-Assessment.com helps
organizations to implement an appropriate
Strategic Security Framework, proven in a
number of large organizations. Show
demonstrable level of compliance
management. Meet your duty of care
responsibilities.

+ Benchmarking: Any Security Governance
implementation requires compliance and
measurement systems to ensure that the
Governance environment remains effective
following implementation.

Security-Assessment.com offers a number of
Complementary Security Services. These
include:

Threat and Risk Management Analysis;
Security Assurance Services;

ISO 17799 Compliance Measurement;
SOX Compliance systems;

Security Architecture Review;
Intrusion Testing; and

System Forensic and Employee
Investigation.

For further information on this service or any
of our other offerings, contact us
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