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Ethical hackers doubt ethical hacking

Tuesday, 07 August 2007 | Michael Crawford
IT Security experts and enterprise firms alike refuse to acknowledge the term "ethical

hacking™, with many seasoned and expert practitioners simply refusing to use the term to
describe their pogaition or akill aest.

Even training companies who offer "ethical hacking™ courses distance themselwves from the
atigma of associating themselwves with hackers. Generally the courses are geared towards
effective penetration teating for staffers in an IT shop and taught by penetration testing
firms due to the nature of the work.

Eob Mchdam, owner and director of penetration testing and corporate security training firm
Pure Hacking, said running a business solely teaching enterprise IT staffers the ins and Cﬂ“““
outs of penetration testing i3 fictitious. MclAdam said in comparison to IT security advanced simplicity
consulting the interest i3 wvery small.
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never any CI0 as their decisions are much more strategy focused and the penetration teating

Courses are practical.™
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Mchdam frowns upon using online tools to ease some of the more painstaking tasks of training
people on network security. Ernst and Young rely on teaching people on u3ing "leading edge
explolt tools™ a3 part of their eXtreme Hacking Workshop.

Bruce Young, Ernst and Young partner of technology and security risk services said many
times the staffers attending the course are sponsocred by the CI0 and are usuaelly the ones
charged with configuring aystems or an 1T manager attempting to better understand the
gecurity risks their organisation faces.

Young said attendees from large organisations at the workshops are typically of a junior IT

practitioner level whose job it is to better defend the organisation. E E {6230 .‘,””” ”
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"We were focused on ethical hacking into infrastructure of the organisation and then as
organisations configure infrastructure better the perpetrators look for easier points of
entry and focus on the application itself... this is part of the natural evolution in the
way attackers think and organisations respond.™

Young added teaching such courases is a double—edged aword.

"0n one hand, people argue that we are teaching people how to be hackers but we certainly
Screen people in course, then the majority of attendees are sponsored by an organisation to
protect their organisation,™ Young said.

Drazen Drazic, general manager of penetration testing and IT security firm
Security-Assessment.com, sSalid those in the industry coined penetration tester can also claim
to be ethical hackers, howewver Drazic said he hates the term.

Drazic said some companies do trade on the hacking name but at the end of the day it is all
the same stuff.

"They all should be called security researchers, never ethical hackers as it i3 jusat a
superfluocus term.™
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