Blenheim: High:

-rvnz N EWS Now a brand new iPad App
Click here to download for free

Internet banking security questioned Headlines
Mar 29, 2005 5:35 PM # TVMZ best media site

» Facebook knows where you are with

Internet banking is meant to be easy and convenient, just "Dlaces”

find a computer and an internet connection and you can

o I » Historic political ju:uurnals. going digital
» Titanic "virtually raised” to 3D life
But how safe is your money? Sunday arranged for a A ===y » Deadiine approaches for internet awards
computer hacker to try to break into an internet bank : » Teens urged to turn iPods down
account. What was discovered may teach you a valuable  Print | Send to friend | Email update » Smartphones: The idiot's guide
lesson, Related Video ¥ S schools join Facebook
Nick Van Dadelszen is 28, wears well-cut suits and blends ~ Internet banking security questioned (11.48) # Astronauts revive IS5 cooling system To ﬂ N d out
into Wellington's corporate sidewalks. He looks honest, but g * Gaming study defies stereotypes
he thinks like a criminal and he knows how to break Related Links » TWNZ on your mobile device maore 4d b out
into bank accounts. Go to the tvnz.co.nz Sunday page * (Game review: Super Street Fighter IV :
» Hidden aurora found near NZ FFEEV IEW
Dadelszen, who works ﬁ:nr SEEL.IFit!r" ADWERTIZEMEMT + New high-tech tool for palice
::E.jf:-.sgn-;ﬁgl;ubr;:q EIEYE itisa thril » lsers embrace TVNZ's iPad application
» Parent defends children's Facebook use Cl |l:|'{ h ere
“When you are sitting there and you i L » India to target Google, Skype next
find an issue that could potentially, you T h l S I s N D t » Download the TVNZ iPad application
know, gain access to other people’s » Scott Pilgrim film speaks to gamer

generation
» Space station repair job makes headway

accounts... when you are doing that M L i f
hack you know it is an exditing piece of y e

N n=n Online gamers frustrated at Vodafone
Dadelszen says it is relatively easy to . . o (1:44)
break into an internet bank account. M ISSE d an e p ISO d e Gamers fire a shot at Vodafone

Tiny mouse takes on laptop mousepad
Google investigated in South Korea

Hadk this for a living

Under 5 hours to Europe with hypersonic
writing computer programmes from the jet K

age of six is now hired by New Zealand's Youth to help teach elderly to text ﬁ'eaUIE.lu

biggest banks as an internet security » Stubbarn fitting holds up space station
consultant. repair job

# China grants more patents to private firms
» Sodal media costs UK billions
He says there is a dark side as well as a light side to the work he does. » Psychologist warns of Facebook dangers
n2M Aurora gets astronomers excted (1:48)

» Google Wave crashes before take-off

satellites launched to serve Africa and
Mideast

Saudi in last-ditch talks over BladBerry
Glitch created 200,000 Corin Danns
Game review: UFC Undisputed 2010

it @ TVNZ ONDEMAND

The former child prodigy who was

wWooowW W W W

W

Dadelszen finds ways of breaking into their systems, and he finds ways to keep crooks out.

"There are people like myself who do it for the benefit of the organisations that they waork for, and the
community in general... and there are of course the other ones who dedde to do that for... there's many
reasons for hacking, even just to say they did it or to know if they could,” says Dadelszen.
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Ever since there have been banks, there have been people wanting to crack them.
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Once we trusted safes, keys and armoured guards with our money - now we trust computers. Banks now
exist in cyberspace, and crooks are finding new ways to break in.
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"The internet was originally designed for information sharing, so what's happening is the internet has been
retrofitted with this security so that people can provide commerce on the internet,” says Dadelszen.

"So to be able to say that the internet is safe for something like internet banking, it requires both the banks
to do their part. But it also reguires the end user, the public who have to do their part and understand
those risks,”

Internet banking has caught on - it's fast, easy, effident for customers and it has huge cost savings for

banks.
It has also become easy for thieves to access other people's money and their private details.

Az an experiment Sunday opened every day accounts with internet access at three major banks. In each
account sat $300. The balances were chedked at an internet cafe, then logged off before Dadelszen was
put to the test,

He was able to access the accounts from the same computer terminal that was previously used.

"Absolutely everything that you were doing on that computer... it had a full record of your actions on the
internet at the time,” says Dadelszen.

Mot only that, Dadelszen tampered with the accounts and transferred §300 into his own account.

"I was able to log in a5 you into those banking accounts and transfer the money away. .. take it from your
account into mine.”

Earlier, Dadelszen had gone to the internet cafe and, without raising any suspicion, he installed a simple
software programme freely available on the internet,

Dadelszen says anyone can do what he accomplished.

“A simple search will bring up multiple versions of different software that you can download and install,™
says Dadelszen.

It allowed him to see - even photograph - the characters typed, the username and even the secure
password.

"In that case it wasn't difficult at all. .. there were no controls that were stopping me from doing that so that
made it very easy for me to do that,” says Dadelszen.

Maarten Kleinjes, who heads up the Police National Electronic Crime Lab, says this kind of fraud has been
escalating since online banking was introduced seven years ago.

Two banks, ASE and its partner Bankdirect, have made it tougher for hadkers by introdudng a second level
of security - called two factor authentication.

A unigue number is given to you on the spot, sent to your mobile and you enter it when making an online
transaction. Two factor authentication makes banking harder to use, but it makes stealing harder as well.

Dadelszen has recommended two factor authentication to five banks.

"It does raise the bar, it does make this harder, it does provide better security for the end user for the
public, so it has to be done at some point,” says Dadelszen.

Westpac's Paul Gregory reflects the views of the other mainstream banks who say customers must share
the responsibility for security.

All the banks say they are at least evaluating a two factor authentication system.
Gregory says they must balance customer convenience with security considerations.

He says making it too difficult for a customer to use their online banking will damage the proposition of it
being convenient.

But you don't have to use an internet cafe to get ripped off. Last year Westpac customers were hit by a
scam called phishing.

An email was sent that looked like a message from the bank asking customers to enter their name and
password.

The sender was someone in Estonia frying to steal Mew Zealand dollars.

What makes this type of fraud particularly tricky, is that it is hard to identify the perpetrators who are
almost always based overseas.

The fraudsters recruit unwitting Mew Zealanders, or "mules” as they are called, who believe they are
working for legitimate businesses.

The mules access people's accounts then transfer the stolen money out of the country, never to be seen
again.

"There are people working out of the states, out of Russia, out of Nigeria, and these people are making a
lot of money doing this internationally. And in fact I've even heard quotes where some crime lords are now
making more money through certain internet fraud than they are through cocaine,” says Dadelszen.

Dadelszen says there are a few simple steps that will help you to protect your money. The first step is to
avoid internet banking or any sensitive transactions on public computers like internet cafes.

"The other one is to make sure that your computers that you are using such as your home computers have
adequate security measures. ..a firewall is ensuring you're getting automatic updating and its anti-virus,”
says Dadelszen.

Just one log-in on an insecure computer is enough to reveal all your daily business induding eftpos, emails,
purchases on auction sites - every electronic transaction is available to be seen.

"And that is always the risk of the internet, the internet is not 100%: safe place. There wil always be hads
on the internet and it's almost an arms race in that whatever anyone on the internet does to secure the
internet... people out there will find ways around it,” says Dadelszen.

Source: Sunday
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