Security-Assessment

A Step Iinto the Computer Underground

“By Understanding The Enemy

We Are Better Prepared To Defend Ourselves”
by Brett Moore
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Security-Assessment

» Hackers, Crackers, Phreakers, Black Hats
» Males and Females, All Ages
» Computer Underground

» Warez Pirates

» Warez == Slang For Pirated Software P
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Security-Assessment

» Internet Gives Worldwide Access To People
With Similar Interests

» Credit Cards

» Free Software

» DVD Copies

» Pornography

» MP3 Music Files
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Security-Assessment

» Dialup access with modems
» BBS (Bulletin Board Systems)
» Online Handles (Alias)

» Leave Messages And Trade Files

» Free Long Distance Phone Calls
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Security-Assessment

» Stolen Credit Cards

e

» Stolen Calling Card Numbers
» Hacked PBX Systems

» Voice Mall Systems

» Blueboxing

» MF Tones To ‘Talk’ To The Exchanges
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Security-Assessment

» Phone Hackers == Phreaker

» Explored The Phone Systems
» John Drapner (Captain Crunch)
» 1960’s, 1970's => 1990’s

» 2600 Hertz MF Tone

» KP2+ CC+AC+#+ ST
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Security-Assessment

» Software Has Been Pirated Since Before
The Commodore 64

» Amiga, Mid 1980’s

» Warez Scene (Community)

» Software Piracy (Warez Trading)
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Security-Assessment

> Multipart Process -
» Obtain Software ﬁ

» Software Cracking

OBTAIN

» Software Distribution

» Supplier, Cracker, Distributor CRACK
DISTRIBUTE
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Security-Assessment

» Phreakers Provided Free Phone Calls
» BBS Sites For Distribution
» HQ’s, Group Distribution Sites

» Courier Groups
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Security-Assessment

» Not Just Geeky Kids

» Organised Groups

» Different Countries

» Peer Respect And Recognition
» To Be The Top Group

» Since Early 1980’s
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Security-Assessment

> Internet Savvy

» Replaced BBS’s With FTP And
Web Sites

» New Groups Formed
» Older Groups Expanded
» Groups Within Groups
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Security-Assessment

.com

Group Leaders

Suppliers Crackers Couriers Trainers Intros
N | |
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.com

» Latest Technology
» Encrypted High Speed Links
» High Speed Is Expensive

» Hacking Techniques To Steal
Bandwith From Others
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Security-Assessment

» Scanners / Site Finders

» Unprotected FTP Sites

> Vulnerable Web Servers
> Distros — Private Distribution
> Pubstros — Public Distribution

» Scanstros — For More Scanning
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» Exploit Tools Allow Even Novice
Hackers To Compromise
Systems

» Avallable On The Internet
» Step By Step Instructions
» Access To More Tools

> “Just Press Go”
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> Unlimited Time Resources
> FXP Transfers

» Automated Scanning
» Constantly Scanning

» Every Internet Connection Will Get
Scanned
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Security-Assessment

» Not Just Games

» Software Applications
» DVD Movies

» Music MP3’s

» Pornographic Images And Videos

> Distribution Process Is The Same
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Security-Assessment

» A Virus Normally Requires Human
Action To Spread

» May Already Be Infected Before
Definitions Available

> Shutdown Anti Virus And Firewall
Programs

» Some Can Auto Execute
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Security-Assessment

» Internet Worms Execute And Spread
Automatically

» Search For An Infect Thousands Of
Computers

> Old Worms Of 2001 Are Still Active
Sadmind, Code Red, Nimda

»Newer Worms
SQL Slammer, Apache Slapper
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Security-Assessment

» Hackers Use Virus And Worm
Technology

» Virus Creation Kits
» Virus Scanners Are Important

» Employee Education About The
Dangers Of Running Attachments
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-’a ¥X Heavens: ¥itus Sources - Microsoft Internet Explorer

File Edit  View

2R

Favorites Tools  Help

= Back - Qi Search [ Favorites

@Media 5

Address |~_=.t—'_'|| bkt v methas, org)sec, shiml

VXA Heavens

Virus sources

ar (0M00%-1.asm ... 0911 .asm)
arar (afabdo.asm ... afazusa.asm)
ar (b 1.asm .. bisyteme .asm)
crar (cfcOtasm ... cfcybtch-basm)
ar (didaboys asm ... didwi asm)
ar (efel.asm .. efextasy.asm)
frar ifffaces.asm ... fffumanchu.asm)
ar (gfgadost asm .. gfgv.asm)
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rar {ifice1.asm .. ifivkiller asm)
Lrar (41808 asm ... Jjustice asm)
Lorar (kkbmeoasm . kikuku bas)
Lrar (lacimehc . asm .. fZzZip)
mrar (mémad.asm .. mimsevir.asm)
rorar (nfnalktruth.asm .. ndnymphmit.asm)
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ar (pdpakbrainasm .. pipwl 7 .asm)
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Lrar (1000 asm .. trypo . asm)
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Security-Assessment

» Backdoor Or Trojan Allows Access
After A System Is Patched

» Run Commands, View And Edit Files

» Scanning
» Denial Of Service Attacks

> Proxies To Bounce Communications
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Security-Assessment

» Edit Web Script Or Create New
» Rootkits, Hard To Detect

» Listening Trojans Can Be Detected
» Netstat, Fport, Personal Firewalls
» Communication Over HTTP, TCP, ICMP

» Communication Encrypted
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E‘IE:‘gWIHHTHSrstemiiE"gcmd.eue

Cosxornetstat —an

Active Connections

Proto Local Address Foreign Address State

TCP B.8.8.8:135 H.8.8.8:8 LISTENING
TCP H.0.8.8:445 H.8.8.8:8 LISTENING
TCP H.8.8.8:1825 H.8.8.8:8 LISTENING
TCP H.8.8.8:1828 H.8.8.8:8 LISTENING
TCP H.8.8.8:1838 H.8.8.8:8 LISTENING
TCP H.8.8.8:2808 H.8.8.8:8 LISTEMING
TCP H.0.8.8:44334 H.8.8.8:8 LISTENING
upp H.8.8.8:135 E

UunDp H.8.8.8:445 e 2

upp H.8.8.8:1827 3

upp H.0.8.8:44334 ¥

S




[F5 ] CWINNT System32 cmd.exe

C:sFport—2.8> port
FPort v2. 8 — TCP-/IP Process to Port Mapper

Copyright 2888 by Foundstone.

http: /v .foundstone.com

Pid Process

376 sychost =
i System =
8 System =
648 MSTa=zk =
8 System =
1864 OUTLOOK =
1864 OUTLOOK =T
1288 trojan =
1288 trojan =
L84 persfw =
rsfw.exe

376 suchost =
8 System =
1 System =
8 System =
236 lzass =
224 sepryices =

296

IEAPLORE =<

Port
135
139
445
1826
16829
1834
1835
1444
20608
44334

135
137
138
445
584
1828
1854

Inc.

Proto Path

TGP CisWIMNT~system32ssvuchost .exe

TCP

TCP

%EE CisHWINNT~system32~M5Tazk.exe

TCP C:»PROGRA™1~HICROS™2~0f f ice~0UTLOOK
TCP C:~PROGRA™1~HICROS™2~0f f ice~0UTLOOK
TCP Cissa.comsExploitsstrojan.exe

TGP Cissza.comsExploitsstrojan.exe

TGP C:s»Program Files“sKeriosPersonal Fir

UDP CosWINNT~system32ssvchost .exe

unp

uDp

unp

UDP CasWINNT~system32-lsass.exe

UDP CosWINNT~system32sservices .exe

UDP C:s»Program Files“Internet Exploprerh




Security-Assessment

g"_d Kerio Personal Firewall - Opened Connections at localhost

File Logs Settings Help

Application FProtocol | Local Addreszs RHemote SAddress State

55 v AN o ST 170 SRR 1 N
CI5YSTEM TCP 0.0.0.0:445 0.0.0.0:0 Liztening

[ |SWCHOST.EXE TCP 0000135 0.0.0.0:0 Liztening

T IMSTASK. EXE TCP 00001025 0.0.0.0:0 Liztening

@ FERSFw EXE TCP 0.0.0.0:44334 00000 Liztening

@ FERSFwW EXE LDP 0.0.0.0:44334 0.0.0.0:0 Liztening

[ |5ERVICES.EXE LDP 00001027 00000 Liztening

[ ISVCHOST.EXE LDP 0000135 00000 Liztening

| TROJAM. EXE TCP 0.0.0.0:2000 00000 Liztening

| TROJAM.EXE TCP 0.0.0.0:1033 192.1683.1.1:80 Connecting Ot
@l FRsAD RN EXE TCP 00001032 127.0.0.7:44334 Connected Out
@ FERSFw EXE TCP 000044334 1270071032 Connected In
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Security-Assessment

» IRC To Communicate With Trojans

» Zombie Computer — Under The
Control Of A Hacker

» Trojan Connects To IRC And Awaits
Commands

» Hacker Does Not Need To Know The IP
Of The Compromised Computer
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£Electran: it hasz to be done

£Electron: thiz guy iz taking up a slot and | want my mowvie

<Electron: login MS . 0*GNE<]OFTT "+H=> 8" +0Y /BT +HM+.R
xR T ER<CIOFTT "+HA_+QMGMNEY /BT “+HM[:UI: 2CEJLE
WLL'OT QS 0*GME<]O7FTT "+H_/0Z<s BeMes M+ BP+77 48
F:25LI17.0_BO[DCENCY]?3HPL' AYMG+T D"+ A MG =R S M B
YHNACHIEG PSRN O+ 250 M ST 47

£Electron: ludppacket 15000 BE.63.188. 47 randon

£#41-[13460]: Electron *ou are now authornized to use me. ..

<771 -[134607 [Currently Flooding)] BE.E8.188.47

£Electron: * W Hoel 3R mZy wWi@cz6ERE1858-47 . austin.m com)
Cluit [Fing tirmeot)

£Electran: ahk

£Electran: coaol

<Electron: | will just keep khitting ki Gl kis mosee lines ot

<zigh’x and i1 packet all the time?

£Electron: | poacket oocazsionally

== W5 -[34849] ["benzel@@200.174. 37 .z
quik [04:09] Connection rezet by peer

w5 -[53020] (zbritneeo@ire,

keley EDL] join [04:09]

< Electron: vou packet all the tine

£Electran: time

com-42393]

.com-28510.Rezhall.Ber

+Cable
+zigh’

+:1-[13460]

ok
#71-[15613]
1 -[24351]
&1 -[33034]
&1 -[3348]

&1 -[33436]
#71-[35861]
71-[46370]
=1 -[5EE05]
#71-[B13965]
1-[BF331]
&1 -[B3823]
=71 -[FU5E6]
#1-[F34.28]
A1-[FBEF 7]
#71-[80115]
&1 -[53854]
#71-[304.29]
#71-[30304]
sa-[30305]

=2-[52151]
El 2. [Ra2N01

[+mnst] "lul.I"EII dune ‘IH"E reac:hed 1= El]I] mfec:ted |_|'_'_|._
@EDtMDﬂItDr




Security-Assessment

» 0 Day — Hole That The Vendor Is
Not Aware Of

» No Patches
» White Hat == Good Guys
» Black Hat == Bad Guys

» Responsible Disclosure Of Security
Holes
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Security-Assessment

» March 2003, 0 Day Exploit In Use
» Attack On US Military Web Site

» Webdav — Distributed Authoring And
Versioning

» Webdav — Enabled By Default
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Security-Assessment

» Ensure Servers Are Up To Date With
Security Patches

» Subscribe To Security Newsletters
» Conduct External Penetration Testing
» Running A Bare Minimum Server

> All Extra Servives And Files Should Be
REMOVED
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Security-Assessment

» Defence In Depth — A Multi-layered
Approach To Security

» Do Not Rely On The First Fence!

» Web Servers Are The Most
Commonly Hacked Servers

» Restrict Outbound And Internally
Directed Traffic With Firewalls
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Security-Assessment

» Script Kiddies — Little Or No Real
Hacking Skill

» Elite Hackers — Able To Create Exploit
Tools, Worms, Rootkits And More

» Elite Hackers Will Share With Other
Group Memebers

» Script Kiddies Gain Access To Elite
Hacking Tools
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3 Sdt4nlc_S0uls Ownz Your Shit B.0O.X - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

dm Back » = ~ @ ﬁ- | @Search (4] Favorites @Media @ | %" 5‘ @ @

Address Ejhttp:,I',I'www.zcune-h.nrg,l'.,l'n:IeFan:ed,l'EEIDS,I'EIE,I'lS,fwww.kerrick.cn.nz,l' *| 6o |Lil'|k5 i

2] Done L | |4 Internet



Security-Assessment

» Web Site Defacement — When The
Main Page Is Changed

» Cyber-Graffiti

» Over 250 NZ Defacements So Far In
2003

» Zone-H.org Web Site Defacement
Mirror

» WWW.CCIP.GOVT.NZ
©
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Security-Assessment

» Denial Of Service Attacks — When
Large Amounts Of Fake Traffic
Cause Another Internet
Connection To Become
Unavailable
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Security-Assessment

.com

» Information Theft

» Credit Card Fraud

» ldentity Theft

» Industrial Espionage

> Blackmail / Extortion
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Security-Assessment

» Cost Is Difficult To Estimate
» Charged For FTP And DoS Traffic

» Emalil And Internet Access May Need
To Be Shut Down

» Web Site Defacement Could Lead To
Loss Of Customer Confidence
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Security-Assessment

» NZ Has Hackers!

» VeNoMouS - Linked With Overseas
Groups, Arrested And Charged
For Hacking Local Companies

> Crimes Ammendment Bill No 6

» Problems Will Arise Through
Jurisdictional Disputes Across
Countries
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Security-Assessment

> International Problem

» International Hackers
Hack Internationally

» No Borders, No Distance

> Size Doesn’'t Matter

BECAUSE THEY CAN!
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Security-Assessment

Presentation Slides And Speech Available
~or Download From:

Nttp://www.security-assessment.com
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