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What are we Looking at Today?

= The Why
= The What
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Why Handle an Incident?

= THE ISSUE

= Almost all “"good practice” standards specify Incident Response
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What are YOUR Incident Management Goals?

= THE ISSUE

= Different types of Incidents have different impacts for different
organisations
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Quick Incident Handllng Overview (thanks SANS)

- Identlflcatlon and Categorisation

= Finding out what's going on and deciding whether it's something
to investigate
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A Few Notes on Preparatory Paperwork

= The more rigorous you want to be, the more paperwork you'll need

= | egal options may require forensically sound evidence with
chains of custody and descriptions of all activities undertaken
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Education

= THE ISSUE

= Incidents usually require a time-sensitive response — if staff
don’t know what to do, critical information and options may be
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Responsibilities

= THE ISSUE

= Under stress it is good to know who is capable and permitted to
decide time-critical issues

technical and commerci:
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The Incident Response Team

= Team is pan-organisational and not just technical

= \We need to run a business here!
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Security Representation

= Hopefully, this one is obvious...

= Somebody who knows how to run an Incident intimately:
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Technical Operations, Architects and Designers

= Subject Matter Experts on whatever technologies you use

= These people usually really do know their systems — use them!
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Business Representatives

= Varied and can depend on the type of Incident and structure of the
Organisation
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Public or Media Relations / Communications

= TJX just lost 45.7 million credit cards

= [s there a positive spin?
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= The Organisation’s authority on

= |aws

Legal / Counsel
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Human Resources / Personnel Management

= QObvious if the issue is internal malicious staff
= Sometimes need to tread carefully = go directly to Legal, don't
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Communications Control

= Consider having an Incident Operations Hub (the “War Room”) with
specific outgoing channels and messages

informati
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Practicalities

= Resource constraints

= Incidents can take place at any time

= They can divert a significant number of personnel from their
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Things to Avoid

= Ignoring the Incident once things are working again

= We've seen companies go back into operation while still
compromised and without removing vulnerabilities
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Questions?
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