
© 2008 Security-Assessment.com

Waste Not, Want Not
Finding New Targets While You're At The Pub

Presented By vt



© 2008 Security-Assessment.com

Introduction

 Me

 vt

 I work at Security-Assessment.com

 Enjoy making things do stuff it wasn't intended for

 Fan of whisky, bacon and whiskey

 This talk

 Is not about owning things

 Is about discovering and investigating targets

 Is about making the most out of other people's junk
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Noisy Tubes

 There's a lot of background noise on the Internet

 pipes actively scanning you

 Incorrectly configured computers

 Hundreds of thousands of owned boxes

 If this is the third instance

 Compromised hosts scan the internet finding vulnerable 
boxes

 Try add your computer to their collective host of minions

 Continue scanning 24/7 trying to find the next host
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Why Not Listen?
 I wanted to know WHO was taking an interest in me..

 Who is scanning me? Why?

 Started iptables logging

 Source IP

 Destination port

 Timestamp

 Incoming noisy traffic can be analysed for various purposes

 Making pretty graphs, for one
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Average traffic over 6 months

 Spot the DoSes..
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Top 10 Destination Ports
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Top 5 most active hosts

SLIDE DELETED – general notes: a few
hosts scanned about ~4000 different 

ports, but the majority of them only
scanned one or two ports.
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Taking it further

 Not satisfied with my results

 I need more information, I need more details!

 Determine Geographic Location

 GeoIP

 OS of Remote Host

 p0f – Ascertain OS passively

 Increase Sample Range

 Now armed with a /28 for my listening pleasure
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Average packets for 17 Ips
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Top 10 Countries
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Top 4 OSes
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Graphs are great

 But there's so much more we can do with this data..

 After months of listening I had collected data from over 
50,000 hosts

 These hosts have thrown the first (blind) punch

 They are probably not well tended if they're doing so

 Incorrectly/insecurely configured or already 
compromised

 I decided to scan them back (and log that too!)

I
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Reinforcements

 Information Gathering Tactics Deployed:

 Reverse DNS lookups

 WHOIS queries

 Nmap

 Amap

 Tor

 cURL

 A powerful combination for identifying hosts and services
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Rules of Engagement

 Rules of Engagement:

 Only scan back on the ports they scanned you on

 Use decoys 

 Record state and if possible version of the target

 Don't bother with dynamic IPs

 Patience Is A Virtue:

 Use purely reactive scanning to find numerous targets 
without adding more to the noise
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Many scans later..

 Some strange people have knocked on my door..

 Governments (Indian, Brazilian, Chinese, Ukrainian and 
Australian to name a few)

 Many Universities

 Several financial institutions

 Corporate mail and web servers

 Too many dialup/dsl customers

 Many of them were listening, too..

 Scanning back produced good results!
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Storefronts
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PHPMyAdmin interfaces
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Russian Post Office servers
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Singaporean Chemical Companies
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Top 10 open ports
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Web server versions
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SSH server versions
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Debian OpenSSH Servers
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Room for Improvement

 Pcap instead of iptables logging

 Much more detailed information about the scans

 Psad (http://www.cipherdyne.org/psad/)

 Using non-filtered IP space

 Have several machines harvesting

 Use some of the Honeynet stuff

 Log monitoring

 HTTP/SMTP etc
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Apache logs
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Mail logs
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Conclusion

 You don't need to make lots of noise to find lots of targets

 There is a LOT of unsolicited traffic on the internet

 Hosts can (and will) tell you a lot about themselves for free

 Secure your stuff!

 Source code is available here: http://atta.cked.me/kiwicon

 (nasty Perl, you have been warned)
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Thanks

 Krusher, pipes, oddy, Eon, bls, Delphic, ddz and hntr

 The kiwiCON crüe

 Det, scabaret, Recluse and qoke

 All of you for showing up and making kiwiCON the best 
CON!

 I'll see you all at the pub!



Questions?
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http://www.security­assessment.com
nick.freeman@security­assessment.com

vt@ha.cked.me

mailto:nick.freeman@security-assessment.com
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