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ÁHello everyone, my name is Paul Craig 

Á I work as a principal security consultant at Security-Assessment.com 

Á I am also the lead forensic investigator 

 

ÁPersonally I love IT forensics, itôs a passion of mine. 

ÁI bust Brazilian hacking groups  

ÁTake down Russian credit card cloners 

ÁDefeating Turkish hacking armies 

 

 

 

 

 

 

 

 

 



ÁAgenda: 

ÁEverything you ever wanted to know about forensics 

ÁWhat is it, and how does it work ? 

ÁForensics and NZ law 

ÁCommon misconceptions of forensics 

 

Á Incident Response Guidelines 

 

ÁHow SA does forensics 

 

ÁCase studies 



ÁWhat is forensics ? 
 

ÁForensics is the process of discovering facts which prove 

or disprove a series of events. 

ÁThe key word here is facts. 

 

ÁThe goal of forensics is to produce reputable evidence 

that can be used to prove a fact without reasonable doubt. 

 

ÁAll forensic results must be reproducible by another 

forensic investigator. 

 



ÁForensics often starts with a web applications 

ÁWhy you ask ? : Firewalls 

ÁMost networks only allow port 80/443 inbound 

ÁIf your going to get hacked, itôs going to start with your web application 
 

 

 

ÁWe do it every day at SA.com 

Á I have seen many web applications fall at the hands of SA 

ÁWe use web applications as an entry point into networks 

ÁAnd then we hack the domain server, database, backup, intranet é 

 

ÁFor a hacker, it all starts with the web application. 

 

 
 

 

 

 

 



ÁSA.com are not the only people hacking web apps. 
 

 

 

ÁZone-h.org 

ÁArchives statics of web server defacements 
 

ÁñWhen Zone- H started back in 2002, we were receiving an average of 2,500 

defacements monthly, this number keeps on increasing year after year. For 

example, the last month we registered over 95,090 defacements, while we only 

had 60,471 in 2009 for the same period.ò 
 

 

Á 95 thousand hacked and defaced websites in April! 

Á That a lot of forensics 

 

 


