Low Down and Dirty:
Anti-forensic Rootkits
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This Is Not...
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Digital Anti-forensics



Anti-Forensics Methods
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Antil-Forensics Overview
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Digital Forensics Acquisition
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Digital Forensics Acquisition



Reasons for “Live Imaging”



Digital Forensics Acquisition
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The Live Imaging Process
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So this Is common practice, accepted
as legitimate by most courts of law,
supported by many big name forensic
vendors, it must be foolproof right?



Live imaging...



What Happens When You Read a File?

&
&

1" #3$%

& & M
& " #& 0

(& % (& %
) *+ % & O
+.
& "& %
A
"/ %
v 4 8
(& %
"/ % > %
/4
7 A

/7 4 102 1t 517

6 !
8 (4 5102
9 31 I
31:4. & 0342

517

78> 87

> & 7879>>:<7

&



How do the Live Forensics Tools Work?
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How do the Live Forensics Tools Work?
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How do the Live Forensics Tools Work?
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How do the Live Forensics Tools Work?



DDefy Anti-forensic Rootkit



DDefy: The ldea
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DDefy: The Challenge
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DDefy: Implementation
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DDefy Disk Forensics Demo



DDefy: Results
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DDefy: Challenges
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Where do we Intercept?
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Kernel (Ring 0) Rootkits
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Kernel (Ring 0) Rootkits

< &&" | >—> )(f:! ojf (& % | -F .
: + &% | G- H&
e - .
& (& % — 34

/%
v
&% # 19/ &0
2
# $%
& & —
& " H& "% -
g * F@
& # 00
2 =
W — =




Kernel (Ring 0) Rootkits
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DDefy: Where Do We Intercept?
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DDefy: Where We

Hook
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How Do We Understand the File System?
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How Do We Understand the File System?

1 — File1.txt, File2.txt, File3.
2 |File1.txt 1.

3 |File2.txt 2.

4 |File3. — 334,

5 — win.ini, win.
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How Do We Understand the File System?
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Avoiding Detection
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DDefy: Memory Interception
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DDety:
fy: Copying Memory
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DDefy: Manipulating Memory
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DDefy: Manipulating Memory
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DDefy Memory Forensics Demo



DDefy Memory Interception
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Some solutions...



A Better Way of Acquiring Disk Data
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A Better Way of Memory Imaging
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What it Means
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Future Work
$ !



Questions ?
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Resources
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